HUudopmanmoHHbIe MaTepUaIThI

0 (hopMax ¥ MeTOJax COBEPIIECHHS
KUOepIpecTyIieHui

B OTHOIIEHUHM TMOXHJIBIX IPaXKIaH

3a 5 mecsuen 2025 rona ot kubeprnpecTynjeHui, 3aperucTpUPOBAHHBIX
Ha TeppuTopuu . MuHcka, nocrpajano 6onee 480 rpakaan Bospacrta 60 siet u
cTapie, B€ TPETH U3 KOTOPBIX B pe3ylbTaTe MOIIEHHUYECKHX AeHCTBHIMA, 01HA
TPETh — B pe3ynbTaTe XWINCHHH IyTeM MOJM(DUKALUA KOMIBIOTEPHOM
uHpopmammu, (1,2%) — B pesyibTaTe COBepIIEHHS TMPECTYILIEHHH NPOTUB
HH(pOpMaMOHHOH Oe3omacHocTH. Cpe/iu YKa3aHHOM KaTeropuy IpakaaH yalle
OT KMOepnpecTyIIeHHi nperepreBaiu xeHunsl (74,2%).

AHanM3 yrojoBHBIX Jeld 10 BHIAM [PECTYILUIEHMH [0Ka3al, 4YTO
KEPTBAMH XMLIEHUH 1TyTeM MOAN(PUKALUK KOMIBIOTEPHOMH HHGOPMALUK CTAIH
163 rpaxxiaHMHa MOXWIIOrO BO3pacTa, U3 HUX 22 JMUa MOCTPaJalo OT TaKHX
XHUIIEHHUH, COBEPUIEHHBIX B KPYMHOM M 0C000 KpyNHOM pasmepax (cymma
MOXMIIEHHBIX JICHEKHBIX CpejIcTB cocTaBisieT He meHee 10 500 Genopycckux
py6neit). B 121 cnyuae wunTepHer-xuieHuit (M3 163) KepTBamMM cTaau
KeHIMHBI(M3 HUX 17 coBeplIeHBl B KPYIIHOM M 0c000 KPYMHOM pasMepe), B
OCTaNBHBIX 42 — My>KYMHBI (B 5 cilydasX COBepINEHHI B KPYIHOM M 0c000
KpYIIHOM pa3mepe).

XKeprBamu MOIIEHHHYECKHUX JIEUCTBUH, COBEpIIaeMbIX
C MCII0JIb30BaAHUEM HMH(OPMALHOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOIMH, CTa/Iu
311 uenoBex B Bo3pacte 60 ner m crapuie, npeobaajaioniee GOJBIIMHCTBO
M3 KOTOPbIX JKEHIIMHBI (74,3%). OT MOLIEHHUYECKUX JIEHCTBUM, COBEPIIEHHBIX
B 0c000 KpYNMHOM M KPYIHOM pa3Mmepe, nocrpanaino 147 denoBek yka3aHHOro
BO3pacTa, U3 HuX xeHuuHsl (70,7%).

Hapsany ¢ stum, 6 noxunbix rpaxaad (64-73 roma) craiu KepTBaMH
NPeCTYNJIEHUN MPOTUB KOMILIOTepHOI Oe3onacHocTu (I'nasa 31 VK).

MOHHUTOPHHIOM CMOCOOOB COBEPIIEHUS XMIIEHUH MyTeM MOAMGHKALMHI
KOMITBIOTEPHOH HH(OPMAIMK YCTaHOBJIEHO, YTO JIBE TPETH U3 HUX COBEPIUECHEI
myreM BumuMHra (117 us 163 wmm 71,8%), xorma morepneBLIIMM OCTYNAIH
3BOHKH  1nocpeactBoM  MmecceHmxkepoB  (Telegram, Viber, WhatsApp)
OT MCEBAOCOTPYAHMKOB  IPAaBOOXPAaHUTEIbHBIX OPraHOB, OaHKOBCKHX
YUYPEXKIACHUH, COTOBBIX KOMIIaHHH, pAOOTHUKOB KOMMYHAJIBHBIX MPEANPUATHIA,
Kaxpiii nessiteii nosxunon yenosex (18 w3 163 wiam 11,0%) nocrpanan
OT mepexoja no (UUIIMHIOBBIM CCHUIKAM IOJ TPEAJIOroM OIUIaThl JOCTABKH
TOBapOB B HHTepHeTe. lIpakTHueckM Kakaoe BOCBMOE XHIICHHE I1yTeM
MoaM(pUKaLMKU KOMTbIOTepHOH uH(popmanuu (21 u3 163 wm 12,9%) cBazaHo
¢ (U3MYECKMM JIOCTYNOM K 0aHKOBCKMM ILIaTeXHbIM KapTam (nanee — BITK)
00 K cHCTEMEe JMCTaHIMOHHOrO GAHKOBCKOTO 06CIy)KHBaHHs TOTEPHEBIIMX
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(noxuileHHble, yTepsiHHble, JoOpoBosibHO mepeaanHeie  BIIK  mbo
KCII0JIb30BaHUE MOOHIIBHOIO TeiepoHa KEPTBBI).

JlBe TpeTM MOLIEHHHYECKMX MAECHCTBUM, COBEPLIEHHBIX B OTHOILEHHH

MOXHUIIBIX rpaxkJiaH, CBS3aHBI c BUILIMHTOM (205 U3 311
i 65,9%). Iloutu kaxabiid mectoi tTakoi rpaxaanud (55 u3z 311 nnm 17,7%)
MOTEPsiJ1 IeHEeNHbIe CPEACTBA MO/ MPEAJIOroM MX BIOKEHHS B KPHUIITOBAIIOTY
nubo caenok ¢ Hel Ha (UKTHBHBIX OHMpXKaX W HHOro 3apaboTKa B CETH
HurepHer.
B 40 cnyyasx (12,9%) rpaxnaane Bo3pacta 60 jeT U cTapiue cTald )KepTBaMu
adepucTOB MOJ NMPEAJIOroM MPUOOPETEHHs HECYIIECTBYIOUIUX TOBAPOB (yCIyr)
Ha  MHTepHeT-pecypcax  (pa3iuyHble TOPrOBble  HHTEPHET-IUIOLIAAKH).
Eme y 2 norepneBmMx B3JOMald yuYeTHbIC 3alMCH (AKKAYHTHI) B COLCETAX
u meccenkepax (OK, Telegram, Instagram, WhatsApp u np.) ¢ nocneayoiiei
pacChUIKON COOOIIEHUH OT MX MMEHH C NMPOCKOOH OJaDKHBaHUS JEHEr JIH0O
OKa3aHWsl MaTepHabHON MOMOIIM B CBSI3U C TPY/HOM KM3HEHHOW CHUTYallHei.
Kpome Toro, noj BujoM pykoBoauTens opranuzanuu (fake boss), Tpedytromero
OKa3aTh CO/ICHCTBUE MPABOOXPAHUTENLHLIM OpraHam B MPOBEPKE Ha Mpeamer
MPUYACTHOCTH K (PUHAHCHPOBAHUIO TEPPOPUCTHYECKOH AEATeNIbHOCTH 100
1OJl  Mpe;IoroM  OJa/DKMBAHUS — JEHEXHBIX  CPeACTB,  [OCTpajajio
3 pabotaromux neHcuonepa. JKeprBaMu 3HaKOMCTB B HHTEPHET-IIPOCTPAHCTBE
cTanu S KeHIMH U | My>xurHa Bo3pacra 60 jieT u crapuie.

Hcxond ©3 IPOBEJEHHOINO aHajlu3a ClleAyeT, YTO OCHOBHas J0Jid
KUOeprpecTylieH!i, OT KOTOpbIX IMOCTpajaJii MOXUJble TIpaxaaHe,
coBepuieHa myteM BuluMHra (322 norepneBwux u3 481 unu 66,9%), 1.e., Kak
YKa3bIBajOCh BBILIE, T[OCPEACTBOM 3BOHKOB OT HWMEHH COTPYAHHUKOB
(pabOTHHKOB, MpeAcTaBUTEIEH) MPaBOOXPAHUTEIbHBIX OpPraHoB, OaHKOBCKHMX
YUPEeX/JIeHHUH, COTOBBIX KOMMAaHHH, pa0OTHUKOB KOMMYHAJIBHBIX (DHEProcosIT,
Bonokanan, MwuHraz u T.1.) ¥ TEJEKOMMYHHUKAUMOHHBIX MPEANPHATHHI
(benrenexom). I7naBHOM IPUYMHOH TOMY ABJIAIOTCH  I[ICHXOJIOTHYECKHE
OCODEHHOCTH IIOTEpPNEBIIUX, B YaCTHOCTH CKJIOHHOCTH K Oe3paccygHOMY
JOBEPUI0 HEU3BECTHBIM JHLaM. Kpome TOro, 3710yMBILIJIEHHUKHA UCHOJIB3YIOT
pa3IMyHble ICUXOJIOTHYECKHEe TPUEMBI U METO/IbI 3aIlyTUBAHUS U YOeXKIeHHUS, B
pe3ysbTare KOTOpBIX 0e3 BMelaTeqbCcTBa MOCTOPOHHUX I'pakJaH JKepTBa, Kak
paBUJIO, B IPHOPUTETHOM TOPSIIKE BBITIOJIHACT aKTUBHBIC MPOJIOIKUTEIIBHBIC
NCHCTBHS, HAIpaBJICHHbIE HA MMOJYYEHHE M TEpPEeBOJ JICHEXKHBIX CPEJCTB B
MHTEpecax HeyCTaHOBJIEHHOTO JIMIIA.

B CBA3M C M3JI0KEHHBIM TIPU TPOBEJECHUU MPODHUIAKTHYECKOMH
(pasbsicHUTENbHOW) paboThl € MOXKUJIBIMM TpayKJaHaMH  HeoOXOAMMO
aKI|eHTHPOBATh BHUMaHHWE TMOCIEeTHUX UMEHHO Ha CKENTHYECKOM OTHOINEHHH,
M3JIMLIHEH JOBEPYMBOCTH U PA3BUTUU KPUTUYECKOIO MBILLUIEHUS K Pa3IM4HOIO
poaa 3BOHKaMm, TMOCTYMAIOUIMM MM KaK TMOCPE/JCTBOM MOOMILHON CBS3H,
TaK U [OCPEACTBOM FOPOACKHX Tele(OHHBIX JIMHUH, 110/l BUIOM COTPY/JIHUKOB
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[paBOOXpaHUTENIbHBIX opraHoB, HaumonansHoro 6anka Pecnybauku benapyce
M MHBbIX OAHKOBCKHUX YYpEXJECHHH, IpPEACTaBUTEICH ONeparopoB COTOBBIX
KOMMaHui, pabOTHHKOB «DHeprocObiTan, «Bopokanana», «MuHrasay,
«bentenekomay u T.1.

OnuumeM  MOILIEHHMYECKYI0  CXeMy, CBS3aHHYH0 CO  3BOHKamu
MO CTallUOHAPHOM CBA3M.

370YMBIIUIEHHUK B pa3roBope  coolmiaer o0  HeoOXOAMMOCTH
JUCTAHLIMOHHOTO NPOJJICHUS ([Tepe3aKkiIiouyeHus1) JOroBopa Ha OKa3aHue yCuyT,
3aMEeHBl yCTapeBIIero o0OpyAOBaHUS, ONEpaTUBHOW CBEpPKH TMOKasareien
cyeTudkoB # mp. Ilpm 3tom s Bepudmkaumu u yaobctBa Tpedyer
NPEIOCTAaBUTh MEPCOHAIbHBIC IaHHbIE (MACHTH(UKALMOHHBIN HOMEp MacnopTa,
HoOMep MOOMABHOrO TenedoHa, WHbIE JHUYHBIE AaHHbIe). [lapannensbHo, yxe
Ha MOOMNBHBIA TenedoH KepTBHl (Kak TpaBWio mocpeacTtsoM Viber),
MOCTYMAaeT 3BOHOK OT COTPY/JHHKA IIPAaBOOXPAaHUTE/IbHBIX OPraHOB HJIM OaHKa,
KOTOpBIH cOOOIIaeT, 4To B JaHHBIH MOMEHT IO CTal[MOHApHOMY TenaedoHy
JKepTBa 00I1aeTcsl ¢ MOIIEHHUKAMH M 4YTO pa3roBOp HeOOXOAMMO MpepBaTh.
[locie o3TOro, «nceBAONpPaBOOXpaHUTENb» JEHCTBYET [0 CTaHAAPTHOM
MOLLIEHHHUYECKOH cXxeMe U COoOIIaeT, 4To:

1)  Ha uMs notepreBLIEero O(hOPMHUIN KPEIUTHI;

2) ¢ pacyeTHbIH  CYETOB  MOTEPHEBLIETO  OCYLUECTBJSAETCH
(mHaHCHpOBaHUE TEPPOPUCTHUECKON NEATETBHOCTH JUOO BOEHHBIX JEHCTBUU
B YKpauHe;

3) HeoOXOAMMO OKa3aTb IIOMOLLb I[TPAaBOOXPAHHUTEIbHBIM OpraHaM
B MOMMKeE adepucTOB;

4) B CBA3M C TE€M, YTO B OTHOLUCHHUU IMOTEPIIEBLIETO BO30YXKIECHO
YroJIOBHOE JIeJI0 MU y Hero B Ousimkaiiiiee BpeMs MO MECTY >KHMTEJbCTBA Oyjer
nMpoBe/ieH  OOBICK, HeoOXOJAMMO CpOYHO  00€30MacuTh  HaKOMJIECHHBIE
cOepexeHus, sl 4Yero OCYIIECTBHThL MX JIeKIapupoBaHue JUOO MEepeBOa
Ha crielanbHbIN (0€30MacHbIN) CYET;

5) oka3zarh cojieHcTBHE JPYTMM >KepTBaM MOIIEHHHUKOB, KOTOpHIE
B CHJIy MPEKJIOHHOTO BO3pacTa MJIM (U3MUYECKHX OCOOEHHOCTEH He MOryT
CaMOCTOSATENIbHO OOpaTUThCsl B OaHK /I 3a4MCICHUSA HATWYHBIX JIEHEKHBIX
cOepexeHmni Ha 6e30MacHbBIN CUeT.

[Tocnie Bcero ycnbliaHHOTO, )KEPTBa UCTIBITHIBAET SMOLIMOHAJIBHBIN 1IOK.
Beap ClI0XKHO MOBEPUTH, YTO 3TO BCE YETKO CIUIAHMPOBAHHAsI MOLIEHHUYECKAs
cxema. [lorepneBuine uas Ha noBoay agepucTOB CIEAYIOT UX HHCTPYKLHUSAM
M J100pOCOBECTHO MCIIOJIHSIOT BCE, YTO T€ OT HUX TPeOYIOT, Ja)ke IPOJAroT
COOCTBEHHOE  JKHJIbe M  BBIPYYEHHbIE  JIEHbI'M  TaKKe  NEepeBOAAT
Ha Mpe/IOCTABIEHHbIE 3T0YMBIIUIEHHUKAMHU CYeTa.

Heo0xoauM0O OTMETHTB, YTO MOIIEHHHUKH JIO TaKOW CTENEeHW BTUPAIOTCH
B JnoBepue xkeptB, uto npu nomnbitkax UCTUHHBIX coTpyiHHKOB MHIMLUH
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uin pabOTHUKOB OaHKOBCKMX YYpeXAeHMH HX 00pasymMuTh, 4aile BCEro

UTHOPUPYIOT BCE pa3yMHBIC JIOBO/bI.

IIpusedem npumep 00HO20 U3 MAKUX MOUEHHUYECNB:

B nauane mas wecmudecamunemuemy Huxonaio Anamonvesuvy na domawHuu
menegon  nozeonwna  JCeHWuHa, — KOMOPAs — MpedCMmasuiace  coOmpyoHuyeu
«Bnepeocbvimay u coobuuna o Heobxooumocmu 3amenel cuemyukos. Ilodcunozo
MYJICUUHY OQHHBIU hakm He cMYMun, mak Kak oxono I mecaya Hazad oH OCMAeisn
3AA6KY HA 3AMEHY CUEMYUKOB.

Compyonuya « dnepeocboimay nonpocuna npedocmasume UOeHMUPUKAYUOHHIU
HoMmep nacnopma, Onsi noomeepdcoenus 3aneéxku. Ilocne oxkonuanus pas2oeopa
¢ ykasauHou compyoHuyeu Hukonaio Anamonvesuwy Ha MOOUNLHbLI MenegoH
nocpeocmeom meccenoxcepa « Vibery ¢ benopyccko2o mobuibHo20 Homepa menepona
NO360HWI paHee HEeU3BECMHbILL MYICHUHA, KOMOPbIL HNpeocmasuncs KanumaHom
Kuazesoim Bumanuem Bnaoumupoeuuem uz ynpasnenus CneocmeenHoz2o komumema
Pecnybnuxu bBenapyce u 6 xo0e pazeoeopa Ha4an NOACHAMb, ¥mo y Hux cpabomaia
CReyUuanbHas cucmema no nPeodynpeitcOeHUut0 MOUEHHUYECKUX 360HK06 C HEU36ECMHbIX
Homepos. B xoode oOuanoza Kusazee B.B. noacnun, umo nooicunoi MUHYQHUH cmal
JACEPMBOLL MOULEHHUKOB, KOMOpble N0 TUYHOMY HOMEPY NAcCnopma Yepes nooCmasHbix
auy bepym kpedumol. Taxkoce Kuazee B.B. noacHun, 4mo ¢ ROMEHYUAIbHbIM
nomepneswum 001cen cesizamocs cneyuanucm uz Hayuonanvnozo banuxa Pecnybnuxu
benapyce. Iocne oxonuanusn 3eonxka om Kusseea B.B., nocpedcmeéom mecceHoddicepa
«Viber» nozeonun Heuzgecmuolii Myxcuuna, komopuii npeocmasuics kak Hcaee Heopo
Jleonuoosuu - cneyuanucm Hayuonanvrozo bawka, u Hauan RNOACHAMb, UMO 6
Hacmoswee epems Y4acmuauce cayuau mouieHHuvecmea 6 Pecnybnuxe benapycw, a
UMEHHO nocie Npeodocmasienus NUYHbIX OAHHBIX NPOUCXOO0UM 63Amue Kpeoumos,
cHamue newcuil nod npedocmaenenHvle Oaunwvie. B xo0e paszoeopa Hcaee H.JI.
pa3206apuean 04eHs YemKo, CCbUIAICA HA HOPMAMUBHO-npasoevle akmvl Pecnybnuxu
Benapycs, 6 ceszu ¢ uem, kakux-1ubo comnenui y Hukonas Anamonvesuua no 0aHHomy
noeody He eo3nuxano. B npoyecce paszeosopa Hcaes H.JI. nosacHun, umo éce
bankosckue xapmouku Huxonaa Anamonvesuua pewenuem Hayuonanvnozo banka
6yoym 3abnokuposansl, u ece OeHedxcHvle cpeocmea nponadym. Taxxce Hcaee ykasan,
YUMo 3aQUKCUPOBAHLL NONLIMKU NONYYEHUSL KPEOUMOo8 8 pasiuuHblX OanKax CmonuybL.
s moz2o umobbl 6bl4UCTUMb MOUEHHUKOB, HYHCHO 83AMb KOHMPObHbIE KPEOUmbl, U 6
nocaeoyrowem coerams nepeeod no ux nozaweHuwro. Huxonau Anamonvesuy cHsi
nocneoHue OeHedlCHvle cpeocmea, KOmopble Yy He20 UMENUCy NOCie 1e20 Hanpasuics 6
bankosckue yupescoenus 20e ogopmun 002060pvl Ha Kpedumol. Ilpu ogopmnenuu
VKA3aHHbIX KPeoumoe compyoOHUuKu OaHKo8 uUHmMepecoeanuch 0N KaKux yeneu emy
HYJICHbL OCHEJICHbIE CPeOCmea U He HAXOOUMCS U OH NOO GAUSHUCM mpemvux auy, d
makoice Npeoynpedncoalt 0 MOUWIEHHUKAX, HA YMO MOm NOACHWIL, HYMO OCHEJICHble
CPeoCcmea HyJHCHbL HA TUYHBIE HYHCObL.

Ilonyuue kpedumnvie cpeocmea Huxonaii Anamonvesuu nepesen  ux
HQa pexeusumvl BAHKOBCKOI Kapmbl, komopbwle ykazan emy Hcaes H.J1.

Heobxo0umo ommemums, 4mo npu OCyujecmeieHuu nomepnesuium nepesooos,
npedcmasumenu 6anHko8 YmouHanu, Kyoa, Komy u ¢ Kakoi yeavio Hukonau
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Anamonvesuu nepeeooun O0eHvel, PazvACHAL eMy, Ymo OH Oeucmeyem Hel0SU4HO U
CKOpee 8ce20 Haxooumces N00 YbUM-MO GIUAHUEM, MO eCMb MOUEHHUKOS.

Hapsdy ¢ smum, nomepneguieMy ho MOOUNLHOU CEA3U 360HUL YHACMKOBbLU
UHCNeKmOp MWIUYUU U PACCAPAWUBal KoMy mom oenan nepeéoovl.. Bo epems
paszzoeopa ¢ yuacmikoevim Hukonau Anamoneesuy «naasan» u NOHUMA, MO éce mo,
umo emy onucvieaem HACTOSILHH compyonux munuyuu 6 kauecmee npecmyntot
cxemol, AHANOSUYHLIM CROCOOOM mpoucxooum u ¢ Hum ceuvac. B mom momenm
Huxonaii Anamonvesuy Ha4an 0co3Haéams, 4mo c80U KpeoumHle 0eHbel OH nepeeen
MOWIEHHUKAM, OOHAKO YYACMKOBMY MAKJce He cKasal npagdy, obmawyse e2o, 4mo
pacnopaxcaemcs — OeHbeaMu  NO  C60eMy  YCMOMPEHUio U  NONpoCun  8npeds
e2o He becnokoume.

He oicenas 6wvimb obmanymvim co cmopoHbl AKkobwl cneycayocd, 60-nremruii
mydcuuna pewiun nozeonums Hcaesy H.JI. u coobuums o ceoux npednonodicenusx oo
yuacmuu 6 npOmMueonpasHuix oeticmeusx, ooHako Hcaee HU.JI. yeepun e2o, umobovr mom
HU om Ko20 He 6pan mpybru, kpome Hezo, Kusazeea B.B., a maxace Cagponosa
Kupunna Anexceeeuua, xkomopulii 6 nOCIeOyiOueM HNO360HUN NO 6UOCOCEA3U U
npedcmaeswics HauaneHukom CrneocmeeHHo2o omoena u pykosooumenem Kuazesa.
Caghponoe pazeicHsi nomepnesuiemy, Ymo ece oexveu no kpedumy emy eeprym. llpu
amom Caghponoe 6w odem 6 popmennoe 0bMyHOUpOBanUe, 8 CEA3U C HeM KaKux-1ubo
comuenuu y Huxonas Anamonveeuua cHo8a He 803HUKIO.

Jlanee 6 xo0e meneonnot 6beceovr Hcaee coobwun, umo Huxonaio
Anamonvesuuy wysicHo 6yoem examv 6 Mockey, umobvl nomoub yyacmuro 6
cneyuanbHo onepayuu
nO BbIABNEHUIO MOUIEHHUKOB.

Tak, no yxazanuro Hcaeea, ¢ ucnonv3osaruem Ko0o8020 Croéa, 036Y4EeHHO20 UM
JHce, MYNCUUHA 3a0pan KPYRHYIO CyMMY OCHEJICHbIX Cpedcms y 08yX MuH4anok (75 u 45
nem), Komopvle nociedHue nepedaiu emy 6 yernoganoselx nakemax. [anee no
ykazanuio Hcaesa npuobpen bunem na noezo 0o Mockewi.

Ilo npue3dy & e. Mockea, Huxonaii Anamonvesuy 3acenuncsi 6 20CMUHUYY
«Kanna» u npoxcusan mam na npomaxcenuu cymok. Ha credyowuii Oenv emy
noseonun Hcaes, komopulii coobwun, 4mo mom 00NHCEH 6CMPEMUMbCA C €20 KONE2O.
Hanee
no npubeimuio é yxazawvoe Hcaeevim mecmo, k Hukonaiwo Anamonvesuuy nodowen
monooou yenosek 28-30 nem 6 nompenanHou ooedcoe, KOMOpblil uMen HeonpimHolil
gHewnuil 6ud. Huxonaii Anamonveeuy nepedan emy O0eHedicHvie cpeocmed, nocie 4e2o
gepHyncs obpammno 6 z2ocmunuyy. Ilo eozepawenuio 6 cocmumnuyy Hcaes, Kussee
u Cagoroe nepecmanu 8b1x00UMb «HA CBA3bY.

Ilo eozspawenuro 6 Munck k Hukonaio Anamonvesuuy no mecmy sHcumenbcmea
NpUbLLIU COMPYOHUKU CIMOIUYHOU MUTUYUL, KOMOPbLE CONPOBOOUNU €20 6 baudicaliutee
PVBJl. H monvko ¢ PYBJ] Huxonaii Anvamonveuy 0koH4amenoHo yo6eouncs, 4mo ¢ Hum
00 5M020 0OWaANUCH MOUEHHUKU.

Ilpu 6ecede ¢ compyonukamu munuyuu Huxonaii Anamonvesui NOACHs L, 4MO
HEOOHOKDAMHO CNbIUIAT 8 HOBOCMAX U Menenepeoauax o0 npecmynHoix cxemax
MOWEHHUKO8, BoNlee mo20 NOMOYs pazobpamscs 6 CUmyayuu emy nlmanace u cynpyed,
no Huxonaii AHamonvesuy pewun uzHopuposame 6éce ee 00600bl, NOAA2AA, YMO OH CaM
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3HAem, Kak Jyyuie NOCMynums U 8 umoze Cman Jcepmeoii aghepucmos u coy4acmHuKkom
npecmynneHus.

B TekymeM roay 3aQMKCHPOBAHO HECKOJIBKO CIIy4aeB COBEPIICHH
MOIIIEHHHYECKUX JEHCTBMH MMOJ TPEIJIoroM IPOXOXKAEHHS MeTUIIHHCKOH
nucmancepuszanui. (CxeMa HMIAGHTHYHA  MOIICHHUYECTBAM, COBEPHICHHBIM
mkepaboTHHKaMu «DHeprocOriTa», «Bomokananay, «MuHrasay, «bentenkomay.
OcHoBHas 1eilb ahepucToB NpU TAKMX 3BOHKAX — 3al0Jy4YUTb IE€PCOHA/IBHBIC
JIaHHBIE TPpaXKJaHHUHA.

Ipumep:

B cepedune mas nencuonepke nocpeoCmeom 20pO0CKOU 21eKMPOCEAIU NOCMYNUN
360HOK OM «COMPYOHUKA MECMHOU NONUKIUHUKUY, KOMOPLL NpUSIacui ee Ha
ducnancepuzayuio. J{is cocmaeneHus 3aA6Ku Ha NPOXOXNCOeHUE YKA3AHHOU npoyedypbl
(ogpopmnenus  npedsapumenvHoll  3aNUCU, MANOHA) MUHYAHKA  NPOOUKMOBANA
360HUBUIEMY MOOUTLHBLI HOMED MmenedoHa U UOeHMUPDUKAYUOHHbIT HOMED NACNOPMA.

B nocnedyroujem nencuonepke nocpedcmeom meccenodicepoe Viber u Telegram
cmanu nocmyname 360HKU OM  HEU3BECMHBIX MUY, KOmMoOpble Npeocmasiiucy
compyonuxamu Cnedcmeennozo komumema u Hayuonanvrozo 6anxa Pecnybnuxu
Benapyce. Hdannvie auya coobwunu, umo Ha 6GaHcKOECKue cuema, IMUmupo8aHHvie
Ha ee UM, MOWEHHUKU Nepesooam KpYNHble OEHEdICHbLe CYMMbl, 8 C8A3U C YeM No
Mecmy scumenscmea nociedueli Gydem npoeeden obwick. Ecnu npu obeicke 6yoym
0BHAPYIHCEHbI HE3A0CKNAPUPOBAHHbIE OCHENCHbIE CPEedCmBa OHU BYOym uzbimol.

Ilencuonepka cobpana éce xpawusuieecs 00Ma cOepedxdceHus u npu nomouu
OAHKOBCKO20 MEPMUHANA Nepesed Ux Ha 0003HaAYEeHHbIt MOUEHHUKAMU CYem.

Hepenku cayuyau, Korja mocjie YCTAHOBKHM ITPOrpaMMbl Y/JIaJ€HHOTO
JIOCTYTa 3JI0YMBIIIJIEHHUK O(GOPMIISET OHNIaWH-KPEJUT HA UMs MOTEPIEeBIIEro
6e3 ero Begoma. Hassanue npunoxenus (MporpamMsl yJaj€HHOro JIOCTYTIa)
MPECTYNHUK MOKET 3aByaJHpoBaTh IO MPUIOKEHHE MHTEPHET-OAHKMHIA
W UHOE.

KpoMme ToOro, pacrnpocTpaHeHa cleylomas cxeMa oOMaHa: TpaXKIaHUHY
MOCTYyMaeT 3BOHOK OT «CHENMAINCTa KOMIIAHHH OIeparopa COTOBOH CBA3H
(«Al», «MTC», «Life») c¢ wucnonb3oBaHMEM pa3IMYHBIX MECCEH/DKEPOB
(WhatsApp, Viber, Telegram). B xozme TenepoHHOro  pasroBopa
3JI0YMBILLJIEHHUK 110/ NPEeAJIoroM OOHOBICHUS O(QULMAILHOIO IMPHIIOKEHHUS,
NpojJieHHss JoroBopa oOcCiayXHBaHMS M T.II., OTIPABJACT CCBUIKY JUIs
cKauMBaHus BpeoHOCHOTO (aiina (popmara «.apk»).

ITocie ckauMBaHMs M 3amycka YKa3aHHOro (aiina, NpOW3BOAUTCS
yCTaHOBKA  MPUJIOKEHUS  YJAJEHHOro  JOCTyra  BHEIIHE  CXOXKero
¢ OpHIHMAIBHBEIM TPUIOKEHHEM OIlepaTopa COTOBOH CBfA3H. YCTaHOBICHHOE
[IPHIIOKEHHE obnagaet (YHKLMOHAJIBHBIMHA BO3MOKHOCTSIMH,
NPEeIOCTABIAIOMMAMY JOCTYN 3JOYMBIIUIEHHHKY K (QYHKUMAM MOOMIBHOTO
TeneoHa, B TOM 4YHcle Kamepe, MHKpodoHy, aiiniaM, XpaHALIUMCS
Ha YCTpOMCTBE, CIIMCKY KOHTaKTOB, cMc-cooOmenuam u ap. llomyuennere
CBEJICHUS MOTYT OBbITh MCIIOJIb30BaHbI JUIS COBEPLICHUS XHUILUEHHS JEHEKHBIX
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CpeAcTB ¢ OAHKOBCKMX CYETOB MW MHBIX TPOTHBONPABHBIX NeNCTBHMA
B OTHOLICHMH BJajebua MoOHIbHOrO TenedoHa (3aBnajeHue MHpopmalLHeH

U UHOE).

*[[lecmudecamudsyxnemneii  MUHYAHKe — NO3BOMUNU 6  MecceHodicepe
"WhatsApp" npedcmasunuce cneyuanucmom xomnanuu "MTC”. 1100 npednozom
npoOneHUs 002080pA MUHYAHKA YCMAHOBUNA MOOWIbHOE NPUNOJICEHUE "mou MTC".
B nocnedyiowem obrapysicuna, umo ¢ eé kapm-cuema 6 Anvgpa-banke bbLnu cnucaHvl
denedicnvle cpedcmea 6 pazmepe 2 096 ben.pybneil.

*[Tencuonepke Nocpeocmeom —OObIYHOT — MENeQOHHOU  C6A3U  NO3COHUI
HeussecmHulil, npedcmasunca compyoHukom onepamopa comosou cessu "Al"
U CcoobwuUn, YMo ¢ HOMepPAa 3aA6UMEeNbHUYbl NPOUCXO0UM CRAM-PACCHIIKA, 6 CEA3U
¢ uem ou 6yoem 3abnokupoeaH. J[lanee HeuzgecmHoe JNUYO NEPEKNIOYUUIO
nencuonepky Ha npedcmasumens [lenapmamenma QUHAHCOBbIX pPACCIEO0BAHUU.
xomopulli 066uUHUN ee 6 ¢puHancosom obecnedeHuu 60EHHbIX HYJICO YKpauHel.
3assumenvnuya cbpocuna w306, nocie uezo npuuwo CMC  ysedomnenue
om "MTBaux" o mom, umo ¢ BIIK cnucanvl denedcrvie cpedcmea 6 obweti cymme
3 700 6en.py6neil. 3aseumenvHuyd NeIManNach CEA3AMbCA ¢ OOHUM U3 HEUIBECTHBLY
nocpedcmeom meccenoxcepa "Telegram”, 6 x00e obwens oH Cman eu yepodicantb.

PexomeH1anuu:

v’ HM 1NOJ KaKMMHM TIpeJJioraMM He cooOIaire mnocToOpoOHHHM
MmepcoHaNbHble JaHHbie  (MAacmopTHeIE — JaHHbIE), HE  MPEoCTaBiAdTe
MH(pOPMALIMIO O PeKBU3MTAaX GAHKOBCKOW KapThl (HOMEpe, CPOKe ee JeHCTBuS,
[TUH-kome, CVV2/CVC2 koje) MId OJHOpPA30BhIE MapoJik, MOCTYINHBIINE
Ha MOOMIBHBI Tene(oH, AaXe €CHH 3BOHAT JHIA, MPEICTaBIAIIIHECH
COTPY/IHHKAMH [PaBOOXPAHMTENBHBIX OPraHOB, MEIMLMHCKMX H OAHKOBCKHX
YUpeKIEHHH, OIepaTopoB COTOBOH CBA3M, PabOTHHKAMM KOMMYHAJIBHBIX
CITy>X0 WITH TeJeKOMMYHHUKAIMOHHBIX KOMITAHHH;

v' He oopmiIsiiTe KPEIUTBI 110 YKA3aHUIO TPETBUX JIHIL;

v’ He nmpoBoauTe uepe3 OaHKOMaTbl W HMHBIE  yCTpOHCTBA
caMooOciyxkuBanus  (BKJIIOYas CHCTEMY JIMCTaHLMOHHOTO — GaHKOBCKOIO
o0cTyKMBaHKs1) HUKAKUE OTepalvi IO/ ICHXOJIOMMYCCKUM JIaBJICHUEM WIIH 110
MHCTPYKLIMSIM, [IOJTyYeHHBIM 110 Tele(QOHy Ul MeCCeH/DKepaMm;

v/ He ycraHapiuBaiTe Ha MOOMJIBHBIH TenepoH MNPHUIOKEHUS MO
npochGe TPeThUX JIMLL, JIa)Ke eCIIH OHH HACTOATEILHO ITOro TpeOyIoT;

v’ He CTaHOBUTECh KyphepOM MOIIEHHHUKOB, IyTeM COOMpaHus
JIEHEKHBIX CPEJICTB Y APYTHX IpakaaH, MOIMaBIIMX B HEMPUATHYIO JKH3HEHHYIO
CUTYALHIO.

v" nupm moctymwiesun JIIOBOI'O ~ comMHUTeNBHOro  3BOHKA,
He3aMe UIUTENILHO 3aBEepIINTe pa3roBop U 00paTUTECh B MUJIULIHIO.

[IOMHUTE, coTpyIHHKH MPaBOOXPAHUTEIbHBIX OPraHOB, MEJAMLIMHCKHUX
M OaHKOBCKMX YUPEXK/CHHi, OIEpaTropoB COTOBOH CBS3H, PabOOTHUKH
rOCY/JapCTBEHHBIX OpraHHW3alMK ¥ NPEANpPUATHH, KOMMYHAJbHBIX ciry0 uim
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TesekoMMyHuKaiuonusix  Kommanuit HMKOI'JIA He BBUICHSIOT — BallM
IepCOHaJIbHBIN JaHHBIE 110 TeaehOoHy!

Jlns odopMIleHHs 3asiBOK Ha OKa3aHHWe YCIyr Mo TelleOHy yKasaHue
MEHTU(QUKAIIMOHHOTO HOMepa rnacrmopra JIMOO pPeKBHU3UTOB OaHKOBCKOM
mnactukoBoit kapTel HE TPEBYETCA!

Cnpasounas cimyx6a «bentenexom» - 123;

Cupasounas ciyx6a « dHeprocosT» (MuncksHepro) - (017)371 00 33
CrnpaBoyHas ciyx0a «Bogokanam» - 119

CnpaBoyHas cinyx0a «Munras» - 162

Konrakt-uentp Haubanka — (017)375 20 02

CnencrBennslii komuter PecriyOnuku benapycs — (017)389 50 02

KomureT rocyaapcteHHoro koHtpoJisi Pecniy6imxu benapycs — (017)327 47
11

JlenapramenT ¢puHaHcoBeIX paccnenoBanuii (017)357 53 75

Vnpaenenue no npomugooeiicmeuio kubepnpecmynHocmu
kpumunanvHou munuyuu 1'YBJ] Munzopucnonkoma



